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1 Introduction 

The TOE identif ied in this Maintenance Report was assessed according to 

the Assurance Cont inuity Requirements [1] set out by the CCRA and the 

Impact Analysis Report (IAR) [2] from the Secur ity Developer Analyst at 

Thales Norway AS. In accordance with those requirements, the IAR [2] 

descr ibes the changes made to the TOE.  

The baseline for this Assurance Continuity Assessment was the cert if ied TOE 

with Cert if icat ion Report number SERTIT-120 CR [5],  and the belonging 

Secur ity Target and the Evaluation Technical Report.   

The changes in the TOE are analysed [6] by the ITSEF Nemko System 

Sikkerhet AS.  

After examining all documents and evidences provided to SERTIT, the overall 

conclusion is that the changes made to the TOE is categori sed as minor. 

Therefore, Cert if icate Maintenance is granted.  

This Maintenance Report for the TNOR Guard version 1.1.5 is an addendum 

to the Cert if icat ion Report [5].  
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2 Description of Changes 

Maintained TOE identif icat ion:  

Name: TNOR Guard  

Identit ies:   

-  STANAG 4406 Message Guard – 3AQ 28150 

- SMTP Message Guard - 3AQ 28151 

- XMPP Chat Guard - 3AQ 28152 

- SOAP XML Guard - 3AQ 28153 

Variant: B and C 

Version: 1.1.5  

The TNOR Guard 1.x.x version branch is subjected to t ight configurat ion 

control whi le in a Common Criter ia assurance maintenance phase. The 

process is documented in the XOmail Software Development Plan. The main 

adapt ions are:  

• Work Package Managers and Software Engineers a re made aware of 
l imitat ions on allowed changes on the TOE. Both Work Packages and 
Change and Problem Reports are reviewed prior to start ing work, with 
only required changes being allowed to the TOE.   

•  Al l Change and Problem Reports are inspected and appro ved by the 

Software Change and Control board after  implementat ion.  

•  A designated person from the Code Review Board is responsible for al l 

QA on source code modif icat ions.  

The IAR [2] chapter 2 l ists the changes to the cert if ied TOE. Each change is 

identif ied and clear ly and adequately described. This report l ists a 

condensed l ist of changes suitable for publ icat ion. A complete l ist of the 

changes relevant to the TOE can be found in the IAR [2].  The IAR [2] also 

l ists changes that are handled according to t he ALC_FLR Flaw Remediat ion 

process and changes to non-TOE components:  

• Guard Conf igurat ion Tool  

•  Command Line Tools  

•  PikeOS 

•  El inOS 

•  Other components  

There are no changes to the secur ity object ives for the TOE [4].  

 

2.1 Hardware related changes 

 

There are no hardware related changes.  
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2.2 Software related changes 

 

Error corrections and improvements  

Category Description 

Stabil i ty and 

performance 

Correct ions for faults and degraded performance dur ing 

high traff ic scenar ios.  

Audit and logging Improved scalabi l i ty for handling very large logs (above 

30k entr ies).  

Funct ional 

correct ions 

A number of minor functional correct ions to operat ional 

use and management.  

Conf igurat ion Misc improvements to instal lat ion and configurat ion 

tools.  
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3 Affected Developer Evidence 

The IAR [2] chapter 3 l ist  al l of the affected items of the developer evidence 

for each change in the cert if ied TOE in a structured and clear manner. Al l 

i tems of the developer evidence that has been modif ied in order to address 

the developer act ion elements are ident if ied. The developer has descr ibed 

the required modif icat ions to the affected items of the developer evidence in 

chapter 4 of the IAR [2].  
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4 Conclusion 

The IAR [2] provided by the developer clearly presented the changes t o the 

cert if ied TOE scope, and analysed impacts to all the assurance classes 

fol lowing the requirements descr ibed in [1].   

The analysis in the IAR [2] is intended to demonstrate that the cumulat ive 

impact on assurance is minor.  

The TOE’s security functional ity descr ibed by the Secur ity Function 

Requirements specif ied in the ST [4] are not affected by these changes.  

The nature of the changes to the TOE is classif ied as minor changes in the 

IAR [2],  and SERTIT f inds to support this conclusion.  

SERTIT therefore concludes that the TNOR Guard version 1.1.5 is 

appropr iate for Cert i f icate Maintenance.  

4.1 Recommendations  

The maintained TOE should be used with a number of environmental 

considerat ions as outl ined in the Secur ity Target [4].   

Further, the maintained TOE should be used in accordance with the 

support ing guidance documentation.  

 

Cert if icate 

Maintenance  

Øystein Hole 

Date approved 13. May 2025 
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